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INFORMATION TECHNOLOGY SECURITY POLICY

Main Objective

In order to minimise any adverse risk to the Authority, the Council will
establish and operate the effective controls and procedures, detailed in this
document, to protect the authority’s IT sysemsinfrastructure, hardware,
software and information, to ensure that they are kept secure and only
available for proper and authorised utilisation.
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Scope of The Policy

ThelT Security Policy will encompassthe following :-

8.

0.

Security Policy Authority

Definition of responghbilities for al aspects of this security policy
Asset control

Personnel security issues

Monitoring and Management controls

Physicd and Environmental security

Hardware and Network management

Anti-virus controls

Centrd IT Help Desk Facility

10. System and Access controls

11. System development and maintenance standards

12. Disaster recovery

13. Compliance with legidation

14. Data utilisation control and media handling

15. Project implementation and review
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2.1

2.2

2.3

Security Policy Authority

The Security Policy will be developed and gpproved in conjunction with the
IT Sub-Committee and fully endorsed and supported by the Council’s
Management Board and Heads of Service.

Definition of responsibilitiesfor all aspects of this security policy
The Council

The Council (Members, Management Board, Heads of Service and dll
personnd), dl Third Party Contractors (ie. IT FM Supplier) and Sub
Contractors shal be bound to ensure compliance with al aspects of this
security policy by the implementation of effective compliant procedures and
measures within their own areas of responghility.

IT Services
IT Services (Technica and Procurement Unit) shdl be respongble for the:

definition and development of the Security Policy and the regular review
of its effectiveness,

definition of the procedures and technical standards relating to those IT
services supplied by Third Party Contractors;

specification, or assstance with, Tender documentation for IT or IT
related services,

corporate | T procurement;

definition of operationa guiddines for authorised Council users of
Authorities hardware and software systems;

implementation of procedures to enable compliance with Data Protection
Act and asociated legidation;

implementation of system/gpplication access guideines to prevent
unauthorised access and monitoring of usage;

provison of effective corporate anti-virus utility software;

provison of “FireWall” network security;

provison of an effective Backup and Disaster Recovery operétion.

IT FM Supplier and Other Third Party Contractors

The Council’s IT FM Supplier (The Supplier) is responsible for implementing
adequate security measures to prevent unauthorised access to systems and
applications and also to detect security breaches or attempted security
breaches where they have occurred. All development User passwords will be
secured and maintained by The Supplier, to a stlandard agreed by The Council.

The Supplier shdl maintain physica security of dl areas used by himin the
provison of the Services and implement gppropriate security safeguards (both
physical and software) againgt destruction or loss, unauthorised use, access or
ateration of Data and Software.
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2.4

The Supplier shal monitor al system access, security/protective measures on
aday to day basis, reporting any incidents to The Council immediately they
occur.

The Council’sIT FM Supplier and other Third Party Suppliers are responsible
for supplying dl contracted IT services in accordance with the gppropriate I T
Sarvices Agreements and in full compliance with this Security Policy.

All Third Party IT Service suppliers have full responghility for ensuring thet
any sub-contractor or other Third Party supplier invited onto Council
premises, understands and fully complies with al safety, security and working
procedures.

TheIT FM Supplier isrespongble for dl the day-to-day operations as defined
withinthe IT Services Agreement (ITSA).

The T FM Supplier shall provide access to their Data Centres for the
Council’sIT Services Team and the Council’ s Interna Audit Saff to dlow
periodic review of the security and proceduresin operation by The Suppliers
personnd who are engaged in working on the Council’ s systems.

The Supplier will positively assst the Council to comply with it's policies
relating to Information Technology as set out below. The Supplier will not
undertake any actions, unless authorised to do so by the The Council’ s 1T
Sarvices Team, that will result in the failure to comply with any security
requirement in respect of any related matters detailed below.

Accessto systems

Back up of data and systemsto tape.

Virus protection.

Database integrity of Mainframe systems

Access to Mainframe system user and switch user facilities

Disagter Recovery and contingency planning

Hardware inventory maintenance, Electrica Testing and Hedlth and Safety
procedures.

The employees or subcontractors of any Supplier will be expected to comply
with dl ingructions from the Councils Safety Officer or his representatives.
System Sponsors

Individua system sponsors are responsible for managing the day to day secure
authorised use of their specific IT system as authorised by the Council and to

initiate management processes to ensure that al saff under their management
fully comply with this palicy.
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2.5

Authorised Users

Each and every authorised user of any system has an individud respongbility
to ensure that their own use of the Council’ s hardware, software, applications
and information is for proper, authorised purposes only. Each person hasa
responsbility for compliance with the Data Protection Act and to protect the
information, facilities and privileges afforded to them.

Equipment is only to be used for purposes directly concerned with the
Coundil.

Council gtaff must only carry out operations to, and functions of, the computer
equipment for which they are authorised.

Council staff must not disclose or make use of information not available
generdly to the public, which they may acquire in the course of their duties.

Asset Control

In order to maintain effective protection and control of physical |.T. assetsan
inventory of al 1.T. equipment owned or operated by the Council shdl be
maintained by The Supplier on behdf of the council and made accessible a dll
times. Theinventory shdl indude the following minimum detail -

inventory number and seria number
manufacturer and/or supplier
warranty/maintenance detalls

supply date

network details

user and location details

configuration details

modem ingtalations (where gpplicable)

All ingdlations, reocations or re-ingdlations of hardware or software shal
be subject to authorisation by the ISIT Manager, his deputy or a nominated
representative.

All IT acquigitions, purchases and/or developments shdl be requested by the
individua Head of Service concerned and shdl :

submit a supporting business case for consideration and proper approval
by the appropriate authority :

Head of Technical and Procurement

Management Board

IT Sub-Committee
be the subject of immediate natification to the Insurance Officer once
purchased.
labelled and marked for security purposes and ease of identification where
appropriate.
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4.

6.1

Personnel Security | ssues

All issues relating to the use of IT by the Council’ s authorised personnd :

will be addressed at recruitment stage by the appropriate reference and
qudification verification.

User training - al Staff Induction Courses include Data Protection Act
awareness.

Ongoing IT skill training programmes are provided aong with guidance

on the correct use of IT facilities, supported by Personnel and Management
Services Computer Use Policy and Application Help Guides/Guidance
Notes.

Monitoring and Management Controls

Thisisthe process of controlling the release and change of the condtituent
items of the Hardware, Software and Network, and any associated
documentation. Its purpose isto ensure that, despite the implementation of
changes, sysems are available to the Council'susers. The following
principleswill be applied -

Change control procedures shall be operated in repect of initiation of,
implementation of, amendments to and development of IT hardware and/or
software to ensure dl such actions are subject to the gppropriate
authorisation and documentation.

Test environments will be developed and operated, where appropriate, and
be utilised for testing and vaidation of new and/or upgraded software
meterid.

The change must be implemented in a manner that minimises disruption to
Services.

The means shdl be made available to revert to known working sysemsin
the event of any change or amendment causing aloss of, or degradation to,
Services.

No change and/or amendment to any system will be alowed to jeopardise
the full operationa success of any other related systems or services.

Any change will be fully documented and, where applicable, will be
incorporated into the Council’sIT FM Agreement in accordance with
Schedule 4 of the ITSA.

Physical and Environmental Security

Physically secure areas

All Council personnd and Third Party Contractors (ie. FM Supplier) shdl
maintain physca security of dl areas used by them in the provison and use of
Services and implement appropriate security safeguards against destruction or
loss, unauthorised use, accessto or dteration of Hardware, Software, Data and
Hard copy (printed) informetion.
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6.2

6.3

6.4

Equipment security standards

All IT Equipment will, wherever possible, be located within Staff Only
areas which are protected by door entry systems.
Any item of IT Equipment located within an area open to the public will
be physicaly secured to either the fabric of the building or to asubstantial
piece of furniture.
Entry controls will be sted on dl areas where high vaue equipment and/or
sendtive datais stored (ie. Main computer Room, Server Room).
Air conditioning, Uninterrupted Power Supply (UPS), clean power supply,
intruder darm and fire darm will be located on the main computer room.
I'T Equipment must not be removed from Council premises without the
permission of the IS/IT Manager and the staff member’s Head of Service
who must maintain alog of who haswhat a any time. In addition, any IT
equipment removed from Council premises must first obtain gpprova
from the Council's Insurance Officer.
The IT FM Supplier must be informed of al laptops and other portable
equipment, dong with the name of the regular user, for entry onto the
Council’s hardware inventory. Notification must also be provided to the
Coundil’ sinsurance officer with detalls of replacement vaue.
To minimise therisk of theft and damage, any item of equipment removed
from council premises (portable or otherwise) :

must not be left on display in motor vehicles

must not be left unattended in insecure areas

must not be loaned or otherwise to anyone else

must not be used by any unauthorised persons

must not have sengtive data resdent on its hard disk

any removal of sengtive data from Council premises must be

either eectronically protected by password or transported in a

Secure container

care must be taken to virus check dl disks and files prior to use

Cabling security

All network cabling must be securely contained and not share trunking
with any power supplies unless specifically designed to do so.

A network map (schematic) will be maintained of dl cable runs and
network equipment

A patching schedule will be maintained for each Wiring Cabinet

All' wiring cabinets will be locked to prevent unauthorised access

Computer room

The Council's computer room will be a secure and controlled
environment. Thisenvironment isto be achieved by the provision of the
following facilities:

Air Conditioning suitable for the amount of equipment located in the
computer room
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Fire detection and darm system with automatic shut down and
extinguishing fadlities

Intruder Alarm

Controlled access vianumeric key pads

Water detection system

Uninterruptable Power supply (UPS) with battery backup

Fire darm system in areas immediately adjacent to the computer room
Continuous monitoring from a remote monitoring station for fire, water
and intruder darms.

Thefollowing maintenance and support contractswill be operated:
Air Conditioning - Eaton Williams Ltd
Fire darms both within Computer room and for adjacent areas- GCS
Alarms Ltd
Intruder and water detection darms- GCS Alarms Ltd
UPS and battery back up - Leibert Ltd
Teephone link to monitoring Sation - British Telecom
Provison of amonitoring sation - GCS Alarms Ltd

In addition to the above, the following will apply :

- After office hours when the computer room is unoccupied the intruder
darm will be activated.
Only authorised personnd will be given unattended access to the computer
room. All other personnd must be accompanied at dl times by an
authorised person.
The Council will be respongble for determining who is authorised to have
access to the computer room.

All equipment located within the computer room will be connected to the
eectricity supply viathe clean supply which has UPS and battery backup.

7. Hardwar e and Network M anagement
Operationa procedures and responsibilities :

Documented operating procedures for the operation of al computer
systems will be maintained.

Segregation/diverdfication of dutieswill be operated, where appropriate,
by dl Sysem Sponsorsto minimise any risk of negligent or ddiberate
System misuse.

Separation of development and operationd facilities to provide a non-live
environment for any development or testing without risk to the live system
and sarvice ddivery.
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8.1

8.2

8.3

8.4

Anti-virus Controls
Protection from mdicious software.
Viruscontrols

IT Services will provide anti-virus software on al corporate serversand dl
client PCs (both networked and free stlanding).

All disks received from other users, sections and/or external sources must
be scanned for viruses using suitable virus protect software.

Virus procedures

ThelT FM Supplier will be respongble for the regular updating and
proliferation of latest virus Sgnatures.

Virusrepair software

The IT FM Supplier will be respongble for the affecting repair and recovery
in the event of virus detection.

Management procedures

All suspicions of virusinfection shal be immediately reported to the IT FM
Supplier' s Help Desk on #6599 giving al information available (ie. suspected
source, type, risk, etc). The FM Supplier will inform the The Council’sIT
Services Team of each occurrence with full details. All information regarding
virustype, source, location and remedia action taken will be recorded on the
Help Desk records.

All users of the Council’sIT resources shdl dways treet E-Mail, other data
received eectronicaly or mediareceived via postal resources as a potential
source of virus contamination; especidly if the source is unknown or
unexpected.

Central IT Help Desk Facility

The T FM Supplier shal operate acentrd Help Desk facility usng
The Council's software and a single telephone number (thiswill either
be an interndl Customer extenson or an externad number where dl cal
cogswill be the respongbility of The FM Supplier). Thiswill bethe
contact / liaison point for The Council's Users even where the
cdl/enquiry hes to be referred to athird party or to the TDC IT
Services team for resolution.

All cdlsto the Help Desk will be logged on to The Council's
computerised system by The FM Supplier. Each cal will be dlocated
aunigue reference number and dl details of the call will be recorded.
The exact leve of detail to be recorded will be specified by the The
Council’sIT Services Team. The The Council’sIT Services Team act
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10.

10.1

10.2

as System Sponsor for the Help Desk system and as such control the
access to the system.

The Help Desk facility shdl operate and shal be manned continuoudy
during Office Hours.

The Council’sIT Services Team will be informed immediately upon
receipt of apriority 1 cal and updated when such critica problems are
not resolved within the target resolution times. All unresolved cdls
will be reviewed by The FM Suppliers Site Manager on adaily basis.
The priority of the cal may, at any time, be subject to reassessment by
IT Services.

Cdlswill be andysed by The FM Supplier to identify trendsusing
appropriate third party software made available by IT Services. The
FM Supplier will monitor faults and recommend remedid actionsto IT
Services with aview to improving the IT Services.

The FM Supplier shall use the most appropriate means to broadcast
information to Users rdating to faults'changes, ensuring that the users
are kept informed of any impact on their use of the Systems. The FM
Supplier shdl utilise The Council’ s Electronic Mail syslem wherever
possible.

IT Services will advise The FM Supplier of the operationdly critica
systems or facilities.

All cdls shal be responded to according to the specified schedule.
Outgtanding calls to be reviewed daily and be subject to an escalation
procedure and re-classified depending on the determined impact on the
user by the user. Adjudication on al disputes regarding the
classfication of help desk calswill be provided by IT Services
Contract Management Team.

The FM Supplier shdl provide a comprehensve monthly Setistical
andyss of the Help Desk Calls as per the specification of the IT
Services Contract Management Team

System and Application Access controls

Measures and procedures required to effectively control al aspects of system
and application access.

Authorisation

It isthe responghility of the Head of Service/system sponsor or their
designated representative or an 1SIT Manager to authorise all requests for
new users and amendments to user id and password set up, amendments,
access rights/privileges and deletions.  Authorisations must be confirmed
inwriting (or E-Mail).

The System Sponsor is respongble for the regular review of al users and
their accessrights.

Terminal and Password Security

The following procedures shdl be adhered to in respect of terminal and
password security :
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Where possible passwords shal comprise aminimum of 6 charactersto
include &t least one numeric.

Users must take care to ensure that their passwords are kept private and
secure and for their own use only.

It isthe users responsihility to ensure that they use passwords which would
not be easily apparent to anyone wishing to facilitate unauthorised access.
Terminds must not be left unattended when 'signed-on'.

Passwords must be changed periodically and aso comply with other
adopted standards for passwords. Where gpplications provide, users will
be forced to change their passwords on a 28/30 day cycle.

Forgotten passwords will be reset only by the person authorised to issue
passwords. Depending on the system or gpplication in question, this may
be a member of the Council's staff, an employee of the Council's FM
Contract Supplier, or an officer nominated by the System Sponsor.

Any user who suspects thet the confidentiality of their password has been
compromised in any way shdl change that password at their earliest
opportunity and immediately report the matter to their head of service.
Each Service Unit must ensure that their computer users are aware of their
respongbilities to follow good security practices in the sdection and use of
passwords.

To fadlitate Audit Trails, the inventory will contain full details of unique
MAC addresses directly traceable to an individua’s PC.

Where gppropriate, application time-out for inactivity can be applied per
gpplication at the discretion of the System Sponsor.

Equipment which islocated in any area deemed to present any risk of
misuse of IT Serviceswill have the additiona security measure of a
restricted accesstime where available. Thiswill provide the ability to
disable the termind and/or facilities a certain times (ie. outsde of normal
office hours).

10.3 Network access control

The following procedures shal be adhered to in respect of Network access and
control :

Network firewal strategy

The Council maintains a secure, corporate Frewdl facility which is
applied to the permanent Internet 128Mb link and servesto protect the
Council’s Network, Applications and Data from unauthorised externa
access.

Management and monitoring of user internet access and eectronic mall
activities shdl be performed to identify any misuse of these facilitiesto
support the Personnd and Management Services Internet utilisation
guiddlines.

Access to the Network is gtrictly controlled by user id and password and
users are only able to access those services and network directories which
they have been authorised to use by the IT Services Team, their head of
service.

Access, externa to the TDC Network, and accessto TDC facilitiesvia
Modem links for such purposes as remote diagnogtic links and/or accessto
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externd, authorised application systems (such as the Council’ s bank) shall
be the subject of strict control procedures and access verification in respect
of thar initial connection and subsequent use. All such modem
inddlations shdl be fully documented by the FM Supplier and shall be
reviewed on aquarterly basis. Remote diagnogtic links will only be used
under session specific supervison and shdl be disconnected and
immohilised when not in use.

10.4 Monitoring access and use

11.

12.

121

TheIT FM Supplier is respongble for implementing adequate security
measures to prevent unauthorised access to systems and gpplications and
also to detect security breaches or attempted security breaches where they
have occurred. All development User passwords will be secured and
maintained to a sandard agreed by the Council. All specifications for this
area of responsbility are detailed in Schedule 2 of the IT Services
Agreement.

Systems Development and M aintenance Standar ds
Security requirements of systems shdl incorporate the following safeguards -

Control over operationa software implementations/rel eases
Protection of test data
Formal change control procedures shall be operated
Modifications to packages will be discouraged and strictly controlled
Any new system development or modification to an exiging system shall
only be carried out with the gppropriate authority of IT Sub-Committee, IT
Services, Head of Service and/or System Sponsor.
The Council’sIT FM Supplier is responsible for the maintenance of dl
change control documentation, including the maintenance of
hardware/software/application manuas, release verson levels and test
System environments.
All proposed new development will include al of the following mandetory
security feetures:

multi-level access controls

audit tralls

backup/archive routines

formal change control procedures

maintenance of operationd system documentation

al other specifications detailed within the I T Services Agreement in

respect of the above shdl apply.

Disaster Recovery
Data backup
In respect of both loca and remote gpplications, backup of al Dataand

Software shdl be taken and stored in afire proof and off-Ste environment
approved by the Council’sIT Services, to ensure that Application Services can
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recovered to the sart of an Office Hours period in the event of afalure or
serious error;

recovered to the start of a session of batch updating in the event of a
falure or serious error;

recovered to a previous version of application or operating software in the
event that a new verson fails or introduces serious errors;

recreated on another machine in the event of a disaster; complete backup
of al data and software will be taken weekly and incremental backup of
datawill be taken daily and stored on a separate site from the location of
the machine on which the data/software normally resides. The Council
shdl provide a centrdly heeted dry store facility at Clacton which can be
utilised for this purpose;

The ability to recreaste Data and Software from backup mediawill be tested
annudly and after any mgjor change in amanner that does not put the
avallability of Servicesa aris;

A full backup of dl In-House software shdl be taken weekly and stored
off dte (this off Site store will be a damp proof and secure environment
gpproved by the Council). Intermediate backup will be taken daily and
gored on Stein afire proof environment. Full copies of system
documentation will also be stored off Site;

In the event of afailure to a system, gpplication, service or routine the IT
FM Supplier shdl not be dlowed to modify data or parameter definition,
without prior authorisation of the system sponsor. The Supplier shdll
confirm to the Council’sIT Services Team where such action has been
taken.

12.2 Disaster recovery

The IT FM Supplier shdl provide a Hot Start Disaster Recovery Service of
al of The Council's mainframe Systems. In the event of adisagter, ThelT
FM Supplier shal manage the process of relocation and recovery of
gpplication systemsto the disaster recovery facility.

The Coundcil requires dl mainframe services to be available within 48
hours of the origind disaster.

The Disogter Recovery Sarvice will indude-

The recovery and provision of The Council’s Mainframe Systems at a
Disagter Recovery facility, utilisng the most recent backup securities
avalable at thet time.

Disaster Recovery fecilities for any other server or system operated from
The Suppliers premises which is remote to The Council's nominated local
premises.

Access to those recovered systems for The Council's authorised system
Users from their normal place of work.

An annua rehearsd to dlow the comprehensive testing of The Council's
and the Supplier's Disaster Recovery plans.

The Council’sIT Services Team will liaise with the System Sponsors to
arrange for End User testing of the Mainframe systems.
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ItisThelT FM Supplier’s responghility to arrange for the necessary
annud testing of thisfacility with the test plan being agreed in advance
with The Council s Contract Management Team. Within two weeks of the
testing being completed The IT Supplier shal provide afully documented
report on the test to The Council™s Contract Management Team. The
Council will require the entire process to be overseen/checked by its
Interna Audit aff.

The Council has a Cold Start Disaster Recovery service. The service
provides The Council with arelocatable, air conditioned, powered,
computer room for use in the event of a disaster to The Customer's
Computer Room. The Supplier shal be respongible for the co-ordination,
operation and management of this Coldstart Recovery Fecilitiesin the
event of adisagter.

In the event of a disaster, The Supplier shall provide al possible assstance
to The Council to facilitate the expedient recovery and reinstatement of IT
Services and data.

The Supplier shdl, as part of the support to servers, undertake arecovery
exercise for each network server on an annud basis. The Council will
provide asuitable server for this purpose or authorise the use of an existing
server to validate the recreation of gpplication systems.

12.3 Fireand other Emergencies

13.

131

The employees or subcontractors of the Supplier will be expected to
understand and comply with the Councils Fire darm and Emergency
procedures.

The Council must be informed of any work being undertaken by the
Supplier likely to effect fire precautions.

The Supplier will ensure that there is a procedure in place to ensure that al
itsstaff and vidtorsto the Supplier's saff can be accounted for in the
event of an emergency.

The Council will inform the Supplier of any Fire drills or emergency to the
building housing the computer room. On these occasions the power to the
computer room will not be disconnected, but staff must comply with the
requirements of the drill.

In the event of an emergency the Computer room power supply will be
disconnected using the emergency cut off buttons located in the computer
room.

Aninventory of dl IT equipment maintained on behaf of the Council will
be kept up to date and accessible at dl timesin the event of afire.

After office hours, and when the computer room is unoccupied, the Halon
Fire detection system will be set to automatic.

Compliance With Legidation

To avoid breaches of statutory, crimind or civil obligations the following
conditions shal be gtrictly adhered to :

Control of material and software

Legd redtrictions on the use of copyright materid (Copyright, Design
and Patents Act)
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Only officid licenced copies of software purchased or procured by the
Council may be ingtaled on any equipment used by the Council. Staff
must consder the implications of copyright when copying, scanning or, in
any other way, replicating information and/or software.

Council software shdl only be ingtdled on fully authorised business
machines.

Regular audits of software and maintenance of software registers.

All computer programs and data purchased, developed or rented for the
Council, are for the sole use of providing facilities for the Council.
Deliberate unauthorised access to, copying of, ateration of, destruction or
interference with computer programs, data or equipment is expresdy
forbidden.

13.2 Data Protection
To ensure full compliance with dl Data Protection legidation the following
procedures will be strictly adhered to :

al information held (dlectronic and manud files) rdating to living
individuals will be reviewed by the nominated Service Unit representative
on amonthly bassto ensure that the Council’ s use of such data complies
with the Data Protection Act principles and isin accordance with the
purposes contained within the Corporate Data Protection Registration.

al computer printouts containing persond or sengtive data are to be stored
in suitable storage facilities so that the information is not avalable to
unauthorised persons.

daff must be aware of the need to ascertain that any person requesting
data, (particularly over the telephone) is entitled to it, are who they say
they are and that the data subject has given written permission for the
information to be passed. If there is any doubt, information must not be
given out until verification isrecaived. Verify the vdidity of the request
and the data subject's permission and then contact the person requesting
the data.

Service Unitswill provide confirmetion of their monthly review of datato
the IS Manager who will review requirements and arrange for the
appropriate amendments/del etions/confirmations of register entries.
compliance with data protection legidation.

Data Protection information will be provided at al staff induction courses.
and guidance and advice provided to dl managers and users.

procedures for handling data subject access requests will be maintained
and regularly reviewed.

13.3 Prevention of misuse of IT facilities

- TheCouncil’sIT Facilitieswill only be used for authorised business
purposes. Guidance and advice will be provided to al managers and users.
The Computer Misuse Act 1990 as amended, appliesin full in respect of
dl useof TDCIT equipment and systems.
The Security procedures detailed in this policy document will minimise
any occurrence of the three crimina offences - unauthorised access,
unauthorised access with intent to commit a further serious office, and
unauthorised modification of computer material detailed within this Act.
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14. Data Utilisation Control and Media Handling

141 General
All data utilisation and media handling (including the disposa of data) must
aways be with due regard to the sengtivity of the dataand current legidation.

14.1 Securedisposal
any amendment, disclosure, destruction or operation involving data or
programs belonging to the Council must be properly authorised and
controlled.
al disposd of printed data must be carried out using the Council’ s secure
waste disposal procedures;
al information held (eectronic and manud files) rdating to living
individuas must be reviewed on amonthly bassto ensure that the datais
both current, required and not excessive in relation to the purposes
contained within the Corporate Data Protection Regigtration. Redundant
information must be deleted/disposed of in a secure manner;
waste computer printed output must be disposed of with due regard to its
sengitivity. Confidentia output must be shredded or destroyed. Individua
sections are responsible for ensuring the required facilities are provided.

14.2 Network management

The Supervisor/Adminigirator passwords will not be divulged to anyone
other than authorised staff without the express written permission of The
Contract Management Team.
Any amendmentsto a server’ s configuration, including the addition of
users or groups or the reorganisation of files, must be first authorised in
writing by the appropriate System Sponsor.
Generd usersthat are set up will, by default, only be given full access
rights to their home directory and any designated public directories. They
will aso be given executel read access to any software provided for thelr
use. Any extenson to these rights must first be subject to authorisation by
the System Sponsor or the Contract Management Team.
Each server will be documented to include the following information asis
aready provided under current standards:

Software Verson

Disc patitioning

Network Cards

Printer definitions

System Login Script

Group liging

Group members and Directory Assgnments for

each group

User full name, Login Script, and Directory Assgnments for

each User

Note - any changeswill be historicaly recorded showing date
of change and authorisation.

Theissue and adminigtration of user login names and passwords will be
carried out using the following procedures to ensure that:-
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14.3

14.4

15.

Each User has a unique log-on and password for each
Application Service, and each LAN that they have authority
to use.
Users are prompted and required to change their password
for each Application Service and each LAN every 30 days
(so long as the application/system software permits
Accessto “ Supervisor/Adminigtrator” function on distributed servers will
be drictly controlled by The Supplier under the direction of Contract
Management Team. The Supervisor/Administrator passvord will be
changed immediatdly following access by any third party support
companies or in any event not less than once every month.

Media handling and security

Individua proceduresfor :
the security of data, programs, output and equipment;
authorised software and programs ingtalation on the Council's equipment;
inventory management and control of removable computer media;

protection of system documentation from unauthorised access
Must befollowed at all times.

Data and softwar e exchange

The Supplier shdl comply (and shal ensure that its employees, servants,
agents and Sub-contractors comply) with al reasonable instructions and/or
guidelines produced by the Council from time to time for the handling and
dtorage of Proprietary Information.

The Supplier shall ensure that a Non-Disclosure Undertaking (in the form
of Schedule 10 of the ITSA) is completed and signed for each of their
employees or sub-contractors who, during the course of their employment,
may obtain information belonging to The Customer or concerning The
Customer and its business which is proprietary to The Customer and is
supplied in confidence.

Procedures for the security of mediain trangt are detailed within the

ITSA.

Project Implementation and Review
Recognised project management methodology and software will be used to

plan, manage and review al IT projects. All aspects of this security policy
will be adhered to for each and every project.
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